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Group G suitable

. computation of m-folds is fast,
= Key-exchange is fast

. group order can be computed efficiently,
(avoid Pohlig-Hellman attack, ...)

. discrete logarithm problem is
computationally hard,

. representation is easy and compact.



Examples (group)
1. Diffie, Hellman (1976): G =F, , i.e.
G={1,2,...,p—1}
2. G=F; qg= P
3. Miller/Koblitz (1985): G = E(F), i.e.
G ={(z,y) € Fg =z Far+b} U {0}

4. Koblitz (1989): G = Jo(Fy), the Jacobian
of a hyperelliptic curve C' over Fy



Hyperelliptic Curve

C:v2 + h(uw)v = f(u)

h(u), f(u) € Fqlu], g prime power

f monic, degf =2g+ 1,degh <g

nonsingular, i.e. not both partial derivatives
zero for (z,y) € C

C' hyperelliptic curve of genus g



Examples

Curve of genus 1 (elliptic curve) over Fig01

C: v2 =43+ 598u + 1043

Curve of genus 2 over F4 =Fs[a], a2 =a+1

C : v2—|—(u2—|—au—|—1)’v = wH+out+ud3+ultut1

Curve of genus 3 over F100000007:

C:v2 = u' —3u® 4+ 342+ 25000003
449999999 43 4+ 75000009 ©2
450000002 u 4+ 25000002

Curve of genus 4 over Fy79

C: v2—|—u4v=u9—|—u8—|—u5—|—u



Group

Points do not form a group

Jo(Fyn) = Divg(Fpn)/P(Fn) Jacobian of C,

Elements D represented by two polynomials
D = [a(u),b(u)]; a,b € Fynlu],
degb < dega <g, alb?+ bh — f.

= compact representation

Arithmetic a bit more complicated than for
elliptic curves



Arithmetik on hyperelliptic curves
(Cantor/Koblitz)

Composition
IN: D1 = [a1,b1], Do = [a2, b2],
C:v?2+ h(uw)v = f(u)
OUT: D = [a,b] semireduced with D ~ D1 + D>

1. compute di = gcd(aq,ar) = eja1 + enas

2. compute d = gcd(dy,b1 +bo+ h) =
= c1d1 + co(by + b2+ h)

3. let sy =cje1,892 = c1€9,83 = ¢
d = s1a1 + soap + s3(by + b+ h)

— ajan
4. q = 72

b — 31a162—|—32a2661i+83(b1b2-|—f) mod a




Reduction
IN: D = [a,b] semireduced
oUT: D’ = [a/, ] reduced with D ~ D’

1. let of = f=bh=b°
a

o = (—h —b) mod

2. if degad > g put a:=ad/,b:=b' goto step 1
3. make a monic
Complexity:

17¢2+ O(g) generic (after optimization)

16¢2 + O(g) doubling



Group order

Theorem (Hasse, Weil):

[J(Fgn)| ~ ¢

Best result for generic genus 2 curve
Je| ~107°
(Gaudry/Harley '00)

wanted |Jo| = 1090 ~ 2160 for cryptographic
application



So far

e Effective arithmetic and representation.

e Same level of security as elliptic curves if
genus less than (or equal) to 4.

e HCDLP (Hyperelliptic discrete logarithm
problem) probably difficult
= smaller field size for same level of secu-
rity.

e strength-per-key-bit greater than in RSA

Problems:

e Arithmetic slower than for elliptic curves

e Computing the order of the Jacobian of
arbitrary hyperelliptic curves still difficult



Koblitz curves

C:v2+ h(uwv = f(u)

hyperelliptic curve with
h(u), f(u) € Fglu], ¢ small
consider curve over Fqn

Example:
C:v2t+uww=u>+u?+1

hyperelliptic curve of genus 2 over F»
hyperelliptic curve of genus 2 over Fon

History: Koblitz '89, Gunther, L., Stein '00



Example

C:v2—|—(u2—|—u)v=u5—|—u4+u

genus 2 curve defined over F»

consider curve over F279
|J(F27g)| = 22.01343852333181432387730573045979447452365303319

~ 1046
Divisors:
D1 = [u?+u,4u]
DQ — [u+a76 —|—Oé71 —|—Oé68 —|—O€67 +O£66 —|—O£65 —|—Oé63 —|—Oé62 —|—O€60 +O£59

_|_a58_|_a57_|_a56 —|—a54-|—a51 _I_a50 _I_a49 _I_a47 _I_a45 +0é40
-I—a38—|—a35—|—a33-|—a31 —|—a28—|—a25—|—a21 —|—a20-|—0419—|—a16
+al* + a3+ a2+ ol +af + af + ol

0477 _|_a74_|_a72 _|_a70 —|—0z69 _|_a66 _|_a64_|_a63_|_a48_|_a47
+a45 _|_ a44 _I_a42 + a41 _I_a39 _|_ a38 _|_ a35 _I_a31 + a28 _I_a27
_I_a25_|_a23_|_a18_|_a17_I_a16_|_a14_|_a13_|_a12_|_a10_|_a9
+a?]

F279 — F2 [a]



Group order for Koblitz curves

Related polynomial
P(T) = T?94+a;T?9 1 +.. Aa,TI+- - Fa1¢9 1T +¢9

integer coefficients

T1,...,T2g COMplex roots of P then

2g

Je(Fg)l= (@ —-1")
1

P(T) computable from number of points over
first g extension fields Fgy,...,F, , if C' defined
over Fg.

= F4 small for Koblitz curves

= group order easy to compute



Examples for ¢ =2
(Curves with almost prime |J|)

6 > 4 +8 =3
n = 37,
|[J| = 2596112782250361782170484757705812
= 22.649028195562590445542621189426453

=22. 1p9
n =47
|J| = 2787592652971032115720725740533510746226316
=22. 139
64+ 348 =3
n =47
|J| = 2787593149816327892689031813961736218745610
=2-5- 137
n = 59
|J|:=191561942608236107294793379157473183750481370807017770
=2-5- 173
84+ 4416 =4
n = 37

|J| = 356811923176489970264533820369036600948257458
=2.32. 43

n=41

|J| = 23384026197294446691258948516634900824021069932658
=2.32.2297 - 149



Examples for ¢ =3
(Curves with almost prime |J|)

414 249 =2
n =41
|[J| = 1330279464729113309772000939310094546414
=2.7- 126
n =47

|J] = 706965049015104706497189508492835506124523606
=2-7-1129. i35

6 6 3427 =3
n =31
|J] = 235655016338368235499060723135429237058140166
=2-17- 142
6 4 3427 =3
n =241
| =

48519278097689642681155855396967102886905521176106625256792
=23.3.821- 1s0

8410 4481 =4
n=19
|J| = 1824800363140073130009019568572035932
=22-.23- 114
n =29

|[J| = 22185312344622607535965183071127186540864310202823734812
=22.23. 177



Examples for ¢ =5
(Curves with almost prime |J|)

4 2 2105 =2
n =29
|J| = 34694469519536141888398445956104279426264
= 23.3.592. 118

“4+2 2425 =2
n =43
| =
1292469707114105741986576081357740037779713963100726935650684
=22.7.1033- 1s5

644 442 3420 24125 =3
n =19
|J| = 6938899554904535032920761899597764494264
= 23.192. 121
n =23
|J| = 1694065882030474382273842268726094800620093987192
=23.19. 153
84+26 44625 =4
n=17
|J| = 338813178901720135627329149236905904324260231052
= 22.163- 149
8 20 *4625 =4
n=17

|J| = 338813178901720135627328239143685639190673828126
=2-3-101- 149

n=19

|J| =

132348898008484427979425391458340088197345733642578126
=2-3-101-3307- 155



Computing m-folds
Classical: binary (double-and-add)

Density:
~1/2

Length of expansion of m &

logom

for m < |J| ~ g"9:

Complexity ~ 31092(g9™)



inary double-and-add

input: D e J(Fp), m= l_%)b 2.

output: = mD
1 D
2. Foris= —2to 0 do
(a) 2
(b) if (b =1) + D

3. return( )



robenius endomorphism

P=(x,y) € C(Fp) ,i.e. z,y€Fpm

= (P) = (a%,y7) € C(Fgn)

Theorem
D = [a(u), b(u)]

(D) =[ (a(w)), (b(u))],

( du)= du .

d ? realized by cyclic shifting, if d represented
with respect to normal basis

= execution of Frobenius endomorphism
basically for free

= use this for speed-up



Characteristic polynomial of robenius
endomorphism

P(T) = T29-|—a,1T29_1_|_. dagTI+- - ._|_a1q9—1T_|_qg
. e.

~¢'D = 29(D)+a; " HD)+:-+a1¢'”" (D)
for D e J.

T-adiC expansion

mD = u (D) = urT

T P T



























